Online Banking Guidance
Online banking can give schools a mechanism for easily managing their bank accounts and provide an efficient and cost effective method of making payments to suppliers.  The systems and procedures operated by each bank will vary however listed below are the key controls which Audit would expect to be in place whichever bank is used.
	Expected Control 
	Risk if not in Place
	Further Comments

	The use of online banking facilities, functionalities, authorised users and access levels have been documented and approved by the Governing Body prior to first use.
	School financial procedures are not in line with Governing Body expectations and may not be appropriate.
	The Governing Body has responsibility for financial management within the school, and consequently needs to be aware of and approve of key changes in financial systems and procedures.  Discussion and approval of online banking by the Governing Body, or appropriate committee should be minuted, and documented policies and procedures updated as appropriate.

	System users and access levels/responsibilities within the online system are set up in line with Governing Body approvals.
	Staff carry out unauthorised tasks that are inappropriate for their levels of responsibility.
	System users and access levels should be appropriate to responsibilities within school.  The user access rights should be regularly reviewed to ensure that they remain appropriate and reflect changes in key staff.  Leaver procedures should be updated to ensure that ‘obsolete’ users are removed from the system promptly.  Changes in access rights should be approved by the Governing Body.

	Online payments procedures are documented and available to staff, who are trained in their use.
	Staff do not know how to use the online payments system, resulting in inefficiency and error.
	Banks often provide online manuals or tutorials which can be used when first starting with online payments, however producing procedures which reflect practices within the school will better assist new staff and provide a more useful resource than bank produced material in the event of the absence of key staff.

	System access is protected with individual passwords which are kept confidential and not shared. 
	There is unrestricted access to the system resulting in increased risk of error or fraud and absence of accountability.
	Only staff authorised to access the system should be able to do so, and they should be able to do this only with their own login and password.  If these are shared or not adequately protected then unauthorised access may occur or controls within the system could be bypassed.  In addition system logs will not give a true record of system use putting staff at risk of false accusations. 

	The system requires dual authorisation for all amendments to users and access rights.
	System changes can be made by a single administrator resulting in unauthorised and inappropriate amendments to users and access rights including the creation of ‘ghost’ users.  
	This can be achieved by having one person inputting the change and a second approving it.

	Supplier bank account details are obtained in writing and confirmation of accurate entry into SIMs is confirmed by a second person.
	Payee bank details are incorrect resulting in payments being rejected or paid to the wrong supplier.
	Creating a standard new supplier form onto which supplier details can be entered (and checked) would provide consistency in the process. Details could be entered directly by the supplier or from invoice details or a supplier e-mail; in which case a copy of the invoice/e-mail used for set up should be retained with the form.  Schools should avoid obtaining details verbally as this increases the risk of transcription errors and does not provide full accountability if details are subsequently found to be incorrect.  

The SIMS BACs payment listing shows the date that supplier bank details were amended, so this control could be enhanced by authorising staff confirming that there is a checked supplier input form where the listing shows that a recent update has occurred.

	Invoices are checked and approved prior to export from SIMS and this is evidenced.
	Inappropriate invoices are input for payment resulting in additional administration if these are detected, or, if not, erroneous and inappropriate payments taking place.
	Invoices paid via online payments should be subject to the same pre-payment checks and approvals as those paid/previously paid by cheque.  

	Procedures are in place to ensure that files exported from SIMS are only imported to the online system once.
	Batches are imported for payment more than once resulting in duplicate payments.
	File names may allow current batch exports to be distinguished from previous ones, but consideration should be given to creating an archive folder into which files can be placed once they have been processed. 

	Payments listed for online approval are checked to the SIMs listing and supporting invoices prior to approval.
	Unauthorised amendments or additions are made between the transfer from SIMS and payment approval resulting in erroneous or fraudulent payments
	The SIMs BACs listing should be checked to the supporting documents and the online payments list.  When the authorising member of staff is satisfied that all details are correct and appropriate for payment the online approval can be made and the SIMs BACs listing should be signed and dated.  The BACs listing should be retained as evidence of this authorisation.  Whether this is retained with the supporting documents or separately will vary according to the file organisation of individual schools however it should be possible to trace between individual invoices and the authorised SIMs BACs lisiting they were paid under.

	Online payment approval requires dual authorisation and there are between 3 and 5 staff authorised to approve payments. 
	Insufficient or excessive numbers of authorising staff resulting in erroneous payments or delays in payment processing.
	Wherever possible online payment approval should reflect existing manual payment approval processes, however it may be necessary to vary this in some circumstances, for example if existing authorising staff do not have regular online access.  Preferably the two authorisers should be in addition to the person creating the payment, however in small schools this may not be possible in which case one person would create and make first approval of the batch and another would give the second authorisation.  This approach would be indicated where the person preparing payments is the first cheque signatory in existing manual payment systems.

	The system requires dual authorisation of transfers or dual authorisation of set up of accounts to which transfers can be made.
	Unauthorised funds transfers are made.
	Online funds transfers can be the most efficient mechanism where ‘payments’ are required between different accounts held by the school. Documentation within school should support the purpose and value of the transfer, and procedures should ensure that public funds are not transferred into private fund accounts.  

	There is a division of duty between processing, authorisation and system administration.
	There is an inadequate division of duty within the system resulting in increased opportunity for fraud.
	Control is strongest when these key functions are separated, however in smaller schools this may be difficult to achieve.  This reinforces the need to ensure that the system is set up to require dual authorisation for all functions including payments and system administration changes.

	There is an adequate audit trail that allows two way tracing of individual payments and identifies the individuals responsible for processing and authorisation.
	Records supporting the online payments process are insufficient resulting in an inability to address payment queries.
	Records can be filed and stored in the way which is most convenient to the school however purchase documentation should be retained for 6 financial years following the year in which it was created.  Where online payment history data is not retained by the system then it may be necessary to periodically archive the data.

	Online payments are reconciled from bank statements to SIMs monthly.
	Discrepancies which could indicate error or fraud are not identified and resolved.
	If all appropriate procedures have been followed then reconciliation of BACs payments should be easier than the reconciliation of other payments as it is based on the batch total.  However if the totals do not match the cause must be investigated and rectified and a record of this should be provided to the person reviewing and countersigning the reconciliation.


